Wireless Network Configuration on Windows Vista

System Requirements:
Windows Vista

Procedure:

1. Go to the Control Panel
2. Click on Network and Internet

e. . Network and Internet
h Wiew network status and tasks
"L Setupfile sharing

3. Click on Network and Sharing Center

.::-..l' Network and Sharing Center
=% View network status and tasks | Connect to a network | View network computers and devices
Add a device to the network | Set up file sharing

4. Click on Manage wireless networks under Tasks

i
m'ﬂ‘ﬁ k Control Panel » Metwork and Inte

Tasks

Netwaork a

View computers and devices
Connect to a network

Manage wireless networks

Set up a connection or network

Manage network connections

Diagnose and repair
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5. Check to see if you have a wireless network named students. If it's there, select it, then click Remove
6. Click Add

——.-'—"\-\.

l\_/'”'\_/'l |d:|jj] <« Metwork and Internet » Manage Wireless Metworks - | 4 | E

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a n
can also add or remove network profiles,

EEEI Add @ Adapter properties 2, Profiletypes it Network and Sharing Center
i

7. Click Manually create a network profile

=NECIN| X
1 Manually connect to a wireless network
L
How do you want to add a network?
C&- Add a network that is in range of this computer
< This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer,
B Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profile
for the netwerk on your computer. You need to know the network name (55I0) and
security key (if applicable).
o~ Create an ad hoc network
& This creates a ternporary network for sharing files or an Internet connection
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8. Type students (all lowercase) in the Network name field
9. Select WPA-Enterprise for the Security type

10. Select TKIP for the Encryption type

11. Check the Start this connection automatically checkbox

12. Check the connect even if the network is not broadcasting checkbox
13. Click Next

Start this connection autornatically

[V]iCannect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,

=NECI X
@ A Manually connect to a wireless network
L
Enter information for the wireless network you want to add

Metwork name: students

Security type: ’WPA-Enterprise - l

Encryption type: ’TKIP vl

Security Key/Passphrase: Display characters

Mext ][ Cancel
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14. Click Change connection settings

i sl gl W L =l =

A Manually connect to a wireless network

Successfully added students

< Connect to..
Open the "Connect to a network” dialog so I can connect.

< Change connection settings
Open the connection properties so that I can change the settings.
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15. Click the Security tab

16. Select Protected EAP (PEAP) from the Choose a network authentication method drop-down list
17. Check the Cache user information for subsequent... checkbox

18. Click the Settings button next to Protected EAP (PEAP)

students Wireless Network properties ﬁ

S

Security type: |WPA-Enterprise -

Encryption type: [T}C[P v]

Choose a network authentication method:
|Protected EAP (PEAP) - [ Settings. ..

Cache user information for subsequent connections
to this netwark

oK | [ Cancel
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19. Uncheck the Validate server certificate checkbox

20. Select Secured password (EAP-MSCHAP v2) from the Select Authentication Method drop-down list
21. Click the Configure button

Protected EAP Properties u

When connecting:

[ validate server certificate
Connect to these servers;

Trusted Rook Certification Autharities;

Wl Class 3 Public Primary Certification Authority -
[T] Entrust.net Secure Server Certification Authority
[7] Equifax Secure Certificate Authority

[7] Equifax Secure Global eBusiness CA-1
[] Go Daddy Class 2 Certification Autharity
[] GTE CyberTrust Global Root
| [ http:/ fwww. valicert.com/
4| T |

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Semred password (EAP-MSCHAP vZ) "] [ Configure...

Enable Fast Reconnect
[| Enable Quarantine checks
[ ] Disconnect if server does not present cryptobinding TLV

ok || cancel
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22. Uncheck Automatically use my Windows logon name...
23. Click OK

EAP MSCHAPY2 Properties [E

When connecting:

[ Automatically use my Windows logon name and
passward (and domain if amy).

| oKk || Cancel |

24. Click the OK and Close buttons on all the open windows
25. Click on the Additional information is required to connect to students bubble

x

A« Additional information is required to connect to students.

=2 C(lick to provide additional information and connect

26. Type in your student ID in the User name field
27. Type in your PIN in the Password field

28. Type in ARDA in the Logon domain field

29. Click OK

Enter Credentials w

User name: | 123458789

Password: sansss

Logon domain:  ARDA

[ ]5ave this uzer name and password for future uze

ok | | canel
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30. You may be prompted to select a location for the ‘students’ network, if so, click Public location

[EENEER=S

Select a location for the "students’ network

| Windows will automatically apply the correct nefivork settings for the location.

. Home
a;"l Choose this for a home opAimilar lecation. Your computer is discoverable and
" you can see other comp/ters and devices,

Work
Choose this foya workplace or similar location, Your computer is discoverable
and you canfee other computers and devices,

»
Public location
Choose this for airports, coffee shops, and other public places or if you are

directly connected to the Internet. Discovery of other computers and devices is
limited.

Customize the name, location tvpe, and icon for the network
Help me choose
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31. Click Close (only if this and the previous window appear)

Successfully set network settings

Metwork name: students
% Location type: Public
Discovery of other computers and devices

will be limited, and the use of the netwaork
by some programs may be restricted.

Wiew or change network and sharing settings in Network and Sharing Center

Congratulations! Your computer is now configured to use the CBC wireless network.
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