Wireless Network Configuration on Windows XP

System Requirements:
Windows XP with Service Pack 2
Microsoft PEAP Hotfix (See “Very Important:” at the bottom of this document)

Procedure:

1. Right-click on My Network Places
2. Click on Properties

Open

Search for Computers...

Map Metwaork Drive. .,
Discannect Metwork Crive. ..

Create Shaortout
Delete
Rename

Intermec
Explorer

3. Right-click on Wireless Network Connection (or whatever you have renamed it to)
4. Click Properties

cless Metwork Connection

Yiew Available Wireless Networks
Shatus
Repair

Bridge Connections

Create Shartcut
Delete
Rename

Croperies |




5. On the Wireless Network Connection Properties window, click on the Wireless Networks tab
Look under the Preferred networks section.

If the students (or staff if you are staff) network is listed, select it and click the Properties button.
Skip step 7

7. If the students (or staff if you are staff) network is not listed, click the Add button under the Preferred networks
section

_L_ Wireless Network Connection Properties 7| x|
General  Wirsless MNetworks I.Pn.dvanced I

¥ Use Windows to configure my wireless network settings

— Available networks:

To connect to, discannect from, or find aut mare information
about wireless netwaorks in range, click the button below.

Yiew Wireless MNetworks

- Prefemed networks:
Automatically connect to available netwarks in the order listed
below:

il e Lp

H students {On Demand)
I staff {On Demand)
A Home Metwork (On Demand) Move down

i

Add... Remove Froperties
Leam about setting up wireless netwaork Advanced
configuration.

ok | cancal |
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10.
11.

Click on the Association tab

If the Network name (SSID) field is blank, type students (or staff if you are staff) in the field

Select WPA from the Network Authentication drop-down list

Select TKIP from the Data encryption drop-down list

Association |Fu.rthenticatinn I Connection I
Network name {SSID): Istudents
— Wireless network key
This netwark requires a key for the following:
Metwark Authentication: WPA -
Data encryption: ITmp j
Hetwork ke I

Eatfirm metwork ke I

ey index [advanced): 1 _:I

¥ The keyiz provided for me automatically

™| Tihiz iz & computer-to-computer [ad hec] netwark; wireless
AcCEss points ane ot used

Ll I Cancel
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12. Click on the Authentication tab

13. Select Protected EAP (PEAP) from the EAP type drop-down list

14. Uncheck Authenticate as computer when computer information is available

15. Uncheck Authenticate as guest when user or computer information is unavailable
16. Click on the Properties button under EAP type

Associgtion  Authentication |Cunnectiun|

Select thiz option to provide authenticated netwark access for
wireless Ethernet networks.

¥ | Enable [EEE 802 1= authentication far this network

NPl Protected EAP (PEAF) 4

Properties |

[T Authenticate as computer when computer information is
available

[T Authenticate as guest when user or computer information is
unavailable

QK I Cancel
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17. Uncheck Validate server certificate in the Protected EAP Properties window

18. Select Secured Password (EAP-MSCHAP v2) from the Authentication Method drop-down list
19. Check Enable Fast Reconnect

20. Click on the Configure button

When connecting:

—I validate server certificate

™| Conmect ko these servers:

Trusted Raot Cerbification Autharities:

[ aBa.ECOM Root CA -
[0 Autoridad Certificadora de la Asodacion Nadonal del Motaria
[ autoridad Certificadora del Colegio Nadonal de Correduria P,
[ saltimores EZ by DST

D Belgacom E-Trust Primary CA

O caw HKT SecureMet CA Class A

O c&w HKT SecureMet CA Class B _|;|
a | »

[T oo not prompt user o authorize new servers or brusted
certification authorities,

Select Authentication Method:

ISEELIFEd password (EAP-MSCHAP v2) j Configure.... |
¥ Enable Fast Reconnect
Ok I Cancel |

21. Uncheck Automatically use my Windows logon name and password (and domain if any) in the EAP
MSCHAPvV2 Properties window

EAP MSCHAPv2 Properties x|

When connecting:

r Automatically use my Windows logon name and
password (@and domain if ary).

O I Cancel
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22.
23.
24.
25.
26.
27.

Click the OK button in the EAP MSCHAPvV2 Properties window

Click the OK button in the Protected EAP Properties window

Click the OK button in the students (or staff if you are staff) properties window

Click the OK button in the Wireless Network Connection Properties window
Right-click on the Wireless Network Connection (or whatever you have renamed it to)
Click View Available Wireless Networks

Vireless Metwork Connection

Mot connected, Firewalled

L b U pisahle

Shatus
Repair

Bridge Connections

Create Shartcut
belete
Rename

Properties
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28. Select the students (or staff if you are staff) network

29. Click the Connect button

() wireless Network Connection

—Metwork Tasks

H I i
7] Refresh network list

4 .
<N Setup a wireless network
for a home or small office

—Related Tasks

i) Learn about wireless
networking

{‘g Change the order of
preferred networks

“gs Change advanced
settings

Choose a wireless network

Click an item in the list below to connect to a wireless netwark in range or to get mare

information

Uﬁ?}

ﬁ Security-enabled wireless network (WPA)

This network requires a network key. If you want to connect to this network,
did: Connect.

staff

i Security-enabled wireless network (WFPA)

On Demand ‘i‘g

aaill

Connect |
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30. Click on the Wireless Network Connection bubble that will appear near the task bar to see the Enter Credentials
window

31. Type your Student ID in the User name field

32. Type your CBC PIN in the Password field

33. Type ARDA in the Logon domain field

34. Click the OK button
Enter Credentials

User name: I

Password: I

Logon domain: I

OK I Cancel

Very Important: Some computers with Windows XP Service Pack 2 installed may experience problems reconnecting
to the network after they have been disconnected. If you are able to connect once, and then unable to reconnect
without rebooting, you can install the following Microsoft HotFix to see if it helps with the problem.

http://www.columbiabasin.edu/wifi/instructions/WindowsXP-KB885453-x86-enu.exe

For more information about the HotFix, please visit Microsoft's website at
http://support.microsoft.com/default.aspx?scid=kb;en-us; 885453

Congratulations! Your computer is now configured to use the CBC wireless network.
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